
Enabling efficient electronic collaboration
between LIGO and other astronomy communities

using federated identity and COmanage

Scott Koranda

LIGO and University of Wisconsin-Milwaukee

July 4, 2012
LIGO-G1200682-v1

1 / 30



LIGO Science Mission

LIGO, the Laser Interferometer Gravitational-wave
Observatory, seeks to detect gravitational waves – ripples
in the fabric of spacetime. First predicted by Einstein in
his theory of general relativity, gravitational waves are
produced by exotic events involving black holes, neutron
stars and objects perhaps not yet discovered.
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LIGO Hanford, WA
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LIGO Livingston, LA
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LIGO Scientific Collaboration

The LIGO Scientific Collaboration (LSC) is a
self-governing collaboration seeking to detect
gravitational waves, use them to explore the fundamental
physics of gravity, and develop gravitational wave
observations as a tool of astronomical discovery. The
LIGO Scientific Collaboration was founded in 1997 and
currently has more than 1000 members from 70
institutions worldwide.
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LIGO Identity Management: We Had a Mess

LIGO scientists struggle in early 2007:

web Many servers, wikis, log books–multiple identities

grid Request, renew, manage own X.509 certificates

shell Multiple identities each with distinct credential

email Each list managed separately
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LIGO Identity Management Project

Started in Summer 2007

Knit together existing technologies and tools

Goals:

I Single identity for each LIGO person

I Single source of membership info

I Single credential for each LIGO person

I SSO across web, grid, command-line
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LIGO Identity Management Project

3 guiding principles

1. LIGO science is collaborative across the grid and the web

2. One electronic identity or credential (federation)

3. Leverage existing tools–glue as necessary, invent rarely
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LIGO Identity Management Project

Building blocks...

Kerberos single identity and credential

Grouper single source of membership info

OpenLDAP solid distributed replication

Shibboleth web SSO with eye towards federation

InCommon U.S. based identity federation

REFEDS Towards international identity federation

Sympa sophisticated email list management

CILogon flexible and easy X.509
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Success: Inter-LIGO Collaboration Eased

I Each LIGO member has @LIGO.ORG identity

I Branded as albert.einstein@LIGO.ORG

I SSO across much of web and shell

I SSO for grid and clusters in progress (CILogon)

I “Killer app” was paper database (DCC)
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External Collaborators?

Hi,

Is it possible to get a ligo.org account for Fermi GBM scientists Pete

Jenke and Valerie Connaughton? They are working with us on a LIGO-GBM

coincidence analysis covered by MOU LIGO-M1000105-v1. I would like for

them to be able to view and edit the project Wiki page,

https://www.lsc-group.phys.uwm.edu/ligovirgo/cbcnote/NASAFollowUp

Thanks,

Lindy
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Identity Federation
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Identity Federation
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Identity Federation
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Identity Federation
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Success! (?)

This is fantastic!

Federation enables more science!
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Success! (?)

This is a tragedy!

Federation creates new problems!
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Details, Details, Details

I Not all MIT people should be authorized

I Use the wiki access control

I Wiki ACL consumes groups and names

I No source of “federated” groups...

I So what name should go into ACL?
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Details, Details, Details

MIT Identity Provider asserts attributes

I givenName: Ron

I sn: Remillard

I cn: Ron Remillard

I email: rr@space.mit.edu

I eduPersonPrincipalName: rrem@mit.edu

eduPersonPrincipalName (ePPN) is not an email

It is a scoped unique persistent identifier
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Problem

ePPN is the correct attribute to use...

Wiki ACL needs to have user’s ePPN added for authorization

Problem is that only IdM administrators understand these details
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Problem

Users do not know what their ePPN is

Scientists should not have to email adminstrator for wiki access

Lindy knows Ron and wants to collaborate with him. A few mouse
clicks is all it should take

Need to get IdM administrators and architects out of the way
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COmanage
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COmanage

I Joint project Internet2, LIGO, iPlant, Project Bamboo, ...

I NSF OCI funded, 3 year project

I CO = Collaborative Organization

I A collaboration management platform (CMP)
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COmanage elevator pitch

COmanage Registry combines group management with
configurable and flexible onboarding and offboarding
workflows to support the quick and easy spin up of
collaborative organizations (COs) focusing on a common
task or goal.

27 / 30



Get involved!

I Looking for more projects to get involved

I Provide use cases, requirements, ...

I Development opportunities

I LIGO especially interested in astronomy projects
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COmanage
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Enabling Efficient Collaboration

Federated identity does enable efficient collaboration

Consuming federated identity is just a start

Collaboration management platforms, tools, and services necessary
to realize full potential of federated identity and enable efficient
collaboration
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